HNudopmaruoHHasi naMATKa /IS 00yYaromuxcs.

C Ka’>XIbIM I'O0M MOJIOZAEXHU B UHTEPpHETE CTAHOBUTLCSA 60]'[]3].].[8, d IKOJ/IbBHUKHW OAHH 13 CAMbIX
AKTHUBHBIX I10/Ib30BaTesIel PYHETEI. ME)K,Z[y T€M, IOMKXMO OI'POMHOI0O KO/JIM4YeCTBa BO3MO)KHOCT€I‘/JI,
HWHTEPHET HEeCEeT U HpO6JI€MbI. OTa naMsTKa AOJDKHA IIOMOYb Tebe Oe30I1acHo HaXOJHWTbHCA B CeTH.

KomnbroTepHble BUPYChI

KomnbroTepHbIii BUPYC — 3TO pa3HOBU/IHOCTb KOMITbFOTEPHBIX MTPOrpamMM, OT/IMUUTETbHOU
0COOEHHOCTBIO KOTOPOH SIBJISIETCST CTIOCOOHOCTH K pa3MHOKEHHI0. B [oTi0/THeHre K 3TOMY, BUPYChI
MOT'YT MIOBPeJUTb W/IW TIOTHOCTHI0 YHUUTOXXUTB BCe (Paid/ibl U JaHHbIe, TIOAKOHTPO/IbHbIE
TI0/Tb30BaTeJT0, OT UMeHHM KOTOpOro Oblyia 3aryiieHa 3apakéHHasi porpamMma, a TakykKe MOBPeJUTh
WY JJa’Ke YHUUTOXKUTh OTIePALIMOHHYI0 CUCTEMY CO BCeMU (aiijiaMu B 1jesioM. B GonbImHCTBe
C/lydaeB pacrlpOCTPAHSIOTCS BUPYChI Uepe3 MHTEPHET.

Mertopap! 3a1MThI OT BPeJJOHOCHBIX IIPOrpamMM:

Vicrnionb3yii coBpeMeHHbIe OTiepaljiOHHbIE CUCTEMbI, UMeFOIIe CephE3HBIA YPOBEHb 3allUThl OT
Bpe/IOHOCHBIX TIPOrPaMM;

[TocTostHHO ycTaHaBaMBal naTuu (LU(pOBbIe 3arIaTKy, KOTOpble aBTOMaTUUeCKH
yCTaHaB/IMBAIOTCA C 1[eJIbI0 I0PAOTKU MPOrpaMMbl) U APyrHUe 0OHOB/IEHUS CBOEH OrlepariuOHHON
cucrembl. CKauMBai WX TOMBKO C ouiiranbHOrO caita pa3paborurka OC. Eciu cyiecTByeT
PE’KUM aBTOMAaTHUeCKOro 0OHOBJIEHUSI, BK/TFOUH €T0;

PaboTaii Ha CBOeM KOMITbIOTepe TI07] TIpaBaMH| I10/1b30BaTesisl, a He a/IMUHUCTPaTopa. JTO He
TI03BO/TUT OOJIBIIIMHCTBY BPEAOHOCHBIX MPOTPaMM MHCTA/VTUPOBATLCS HA TBOEM TIepCOHATbHOM
KOMTIBIOTEPE;

Vcrnonb3yit aHTUBHUPYCHBIE TTPOrPaMMHBIe MPOJYKThl U3BECTHBIX TIPOM3BOAUTENEH, C
aBTOMaTHyeCKUM OOHOBJIeHHeM 0a3,

Orpanuub (hu3rueCcKuil JOCTYI K KOMITBbIOTePY /1Jisi TOCTOPOHHUX JIULI;

Wcronb3yii BHeIlIHUe HOCUTeTM WH(MOPMalluK, Takye Kak duiellika, JUCK Wi (aii u3 UHTepHeTa,
TOJILKO 13 MpodepeHHbIX UCTOUHUKOB;

He oTkpbiBaii KOMIIbIOTepHbIe (haiisibl, MoyYeHHbIe U3 HeHaJ&KHbIX NUCTOYHUKOB. [laxe Te (aiinbl,
KOTOPbIE MPUC/Ia TBOW 3HAKOMBIH. JIydllle yTOUHHU Y HEro, OTIPaBJIs/I JIX OH Tebe uX.

Cetu WI-FI

Wi-Fi- 3T0 He BujI niepeiaun JIAHHBIX, He TEXHOJIOTHS, a BCETO ML OpeH;, Mapka. Eije B 1991
roJly HU/lep/aH/[CKasi KOMITaHus 3apeructpupoBana opers « WECA», uto o603Hauano
cnoBocouetanue «WirelessFidelity»,koTopbiii epeBogUTCS Kak «OeCripoBOjHAst TOUHOCTb».

[o Hallero BpeMeHH Zo11i1a ipyrasi abbpeBuarypa, KOTopasi sIBJISIeTCSI TaKOH JKe TeXHO/IOTHed. DTo
abbpeBuarypa «Wi-Fi». Takoe Ha3BaHHe ObLIO /JaHO C HAMEKOM Ha CTAaHZAPT BBICIITHI 3BYKOBOM
TexHuky Hi-Fi, uTo B nepeBozie 03HauaeT «BbICOKAst TOUHOCTDY.

ITa, GecriaTHBIA MHTCPHET-IOCTYM B Kade, OTe/IsIX U a3POMNOpTax sIBASETCS OTIMYHON
BO3MO)KHOCTBIO BbIXOZIa B MHTePHeT. Ho MHOTHe 3KCIIepThI CUUTAIOT, UTO 00I11[eI0CTYITHbIE
WiFiceTu He saBASIOTCS 6e30racHbBIMU.

CoBeThbl 110 6e30MacHOCTH paboTe B 001IeJ0CTYNHBIX ceTsax Wi-fi:

He nepeaBaii cBOO JTMUHYIO MHGOPMaLIMIO yepe3 obiepocTyHble Wi-FiceTn. PaboTast B HUX,
JKeraTe/IbHO He BBOJWTD I1apoJiv [OCTYIIa, JIOTUHBI U KaKue-TO



HOMepa;

Vicnonb3yii 1 0OHOB/ISI aHTUBUPYCHBIE TIPOrpaMMbI U OpaHiMayep. TeM camMbIM Thl 006€30MaCHUIIb
cebst OT 3aKauKW BUPYyCa Ha TBOe YCTPOMCTRBO;

[Tpu ucnons3oBanuu Wi-Fiotkatoun dyHkiuio «O61umii goctyn K daiinam v npuHTepam». JlaHHast
(hyHKLIMSI 3aKpbITa 110 YMOTUaHHUIO, OJJHAKO HEKOTOPbIE 1T0J/Ib30BaTe/d aKTUBUPYIOT eé 1yist ynobcTBa
WCII0/Ib30BaHMs B paboTe UM yuebe;

He ucnonb3yii nmyommuneii WI-FIasis mepejauu TMUHBIX JaHHBIX, HAIIPUMep [I7Is BLIXOZA B
CoLa/ibHbIe CeTU WIU B 3JIEKTPOHHYIO T1OUTY;

Wnosb3y# To/bKO 3atuirieHHoe coequHerne uepe3 HTTPS, a ve HTTP, 1.e. ipu Habope Beb-
azipeca BBO/iY UMeHHO «https://»;

B Mob6uisHOM TesniedoHe oTkmoun pyHkimto «IloakmtoueHue Kk Wi-FiaBromatnuecku». He
JIOTTyCKali aBTOMaTHUeCKOTO MOJK/TFOUeHHsI yCTPOUCTBA K ceTsiM Wi-Fibe3 TBoero cormacusi.

ConuajnbHbIe CeTH

ColuanbHbIe CETU aKTUBHO BXOZSAT B HAIIly )KW3Hb, MHOTHE JIFOAU pabOTarOT U )KUBYT TaM
TIOCTOSTHHO, a B Facebooky»ke 3aperucTprvpoBaH Musivap/, 4eoBek, uTo sIB/sIeTCSl OAHON celbMOM
BCeX JKuTesiel ryiaHeTbl. MHOTHe TI0/1b30BaTe/Ii He TIOHUMAl0T, UTo MHpOpMaLus, pa3MelljeHHast
VMU B COLIMA/TIbHBIX CETsIX, MOKeT ObIThb Hali/leHa U UCTI0/Ib30BaHa KeM YTO/[HO, B TOM UKCJ/ie He
00s13aTenbHO € O1arMMU HaMepeHHUSIMH.

OCHOBHbBI€ COBETHI 110 0€3011aCHOCTH B COqHUA/IBHBIX CeTHAX:

OrpaHuYb CITUCOK ApY3el. Y TebOs B IPY3bsiX He JAO/HKHO ObITh CTyYalHBIX U HE3HAKOMBIX JTFO/IEH;
3aiuinal CBOK YacTHYHO >KU3Hb. He yKa3biBaii aponu, Tene@oHsbl, agpeca, aTy TBOero poXKeHUs!
Y IPYTYIO JINUHYI0 UH(GOPMAL[1I0. 3/T0OYMBIILJIEHHUKH MOTYT HCI0/Tb30BaTh Jaxke WH(GOPMAI[UIO O
TOM, KaK ThI ¥ TBOU POJUTE/H TIJIaHUPYyeTe TIPOBeCTH KaHUKYJIbI;

3aluinai CBO0 peryTaruio — Jep>Kd ee B UUCTOTe U 3a/laBaii cebe BOTIPOC: XOTes1 Obl ThI, YTOOBI
JpyTHe T0J/Tb30BaTe/Id BUIE/H, UTO ThI 3arpyKaelib? [Togymait, ripe)kzie yeM 4To-TO OITyO/IMKOBaTh,
Hamnucarhb U 3arpy3uTh;

Ec/i TbI TOBOPHILIB C JIFOABEMH, KOTOPBIX He 3Haelllb, He UCII0/Ib3yi CBOe peaslbHOe UMS U IPYTYIO
JTMYHYIO0 UH(MOPMALIUKU: UMsI, MECTO JKUTETbCTBA, MECTO yueObl U TIpouee;

W36eraii pa3merenus dhotorpaduii B iHTepHeTe, rjje Thl W300pa’keH Ha MECTHOCTH, 10 KOTOPOM
MO>KHO OTIpe/IeJIUTb TBOEe MeCTOIOIOKEeHHE;

[Tpu perucTpanyy B COILfUATBLHON CeTU HeOOXO[MMO UCIIO0/Ib30BaTh CJIOXKHBIE TapO/IH, COCTOSIIIINE U3
OYKB ¥ IIUGP U C KOJTMUECTBOM 3HAKOB He MeHee 8;

7151 coluaibHOM CeTH, TIOUTHI U IPYTUX CAaWTOB HEOOXOMMO MCTIO/Ib30BaTh Pa3Hble rnaposid. Torzaa
ec/i TeDsi B3/I0MaroT, TO 3/I0YMBIIIJIEHHUKH TTOTy4aT JOCTYI TOMBLKO K OZIHOMY MeCTY, a He BO BCe

cpasy.
JJ/IeKTPOHHBbIE [JeHbI'!

OneKTpOoHHbIEe IeHbIM — 3TO OYeHb yI0OHBINM criocob TiaTe)kel, OfJHaKO CyIeCTBYFOT MOLLIEHHUKH,
KOTODbI€ XOTST MOTYUUTb 3TH JAEeHbIU.

ONeKTPOHHbIE [JeHbI'M MOSIBWINCH COBCEM HeJIaBHO M MMEHHO M3-3a 3TOr0 BO MHOTHX rOCY/IapCTBax
JI0 CHX TI0p He MPOMMUCAHO PO HUX B 3aKOHAX.

B Poccun ke oHM (YHKLIMOHUPYIOT M O HUX y’Ke TIPONMCAHO B 3aKOHe, T/ie UX pa3/efsioT Ha
HEeCKOJIbKO BU/IOB — aHOHUMHbIE U He aHOHHUMHbIe. Pa3Hulla B TOM, YTO aHOHUMHbIE — 3TO Te, B



KOTOPLBIX pa3penideTcd MpoBOAUTL OIlepalju 6e3 I/IAEHTI/ICI)I/IKEIL[I/II/I T10/1Ib30BaTeJIsdd, 4 B
HeaHOHHNMHBbIX H,Z[EHTI/I(bI/IKaL[I/II/I I10/1b30BaTeJisl AB/IseTCs 00s3aTeIbHOM.

Taxoke crefiyeT pa3nnuarh J1eKTPOHHbIE (UaTHbIe eHbI'M (PaBHbBI TOCY/IapCTBEHHBIM Ba/ll0OTaM) U
3/IeKTPOHHBIe HepUaTHbIe [eHbIY (He paBHbI TOCYAAPCTBEHHBIM BalFOTaMm).

OCHOBHbIE COBETHI 110 (e30MmacHoi padoTe C 3/IEKTPOHHBIMH /{eHbIAMH:

[TpuBsHKM K cueTy MOOM/IbHBIN Tesie)OH. ITO CaMbIi yAOOHBIN U OBICTPBIN CMIOCOO BOCCTAaHOBUTh
JOCTYyTI K cueTy. [IpuBsi3aHHbIN TesiehOH TIOMOKET, eCi 3a0y/ellb CBOH M/IaTeXXHbIM MapoJib UIn
3aii/lelllb Ha CalT C He3HAKOMOT0 YCTPOMCTBa;

Vicnionb3yii omHOpa3oBbie rmaposid. [locie riepexofia Ha YCH/IEHHYIO aBTOpH3aluio Tebe yke He
OyzeT yrpokaTh OMacHOCTh KPa)XH UM TIepexBaTa I/IaTe>KHOTo T1apoJis;

Bribepu c/10)kHbIH Maposb. [IpecTymHuKaM OyieT He MPOCTO yra/iaTh CJOKHBIN Taposib. HazieskHbie
TIapo/Id — 3TO MApPOJIA, KOTOPbIe COZiep>KaT He MeHee 8 3HAKOB 1 BKJTOYAIOT B Ce0si CTPOUHbIe U
TIPOTIMCHBIE OYKBBI, IIU(PBI ¥ HECKOJTBKO CUMBOJIOB, TaKHe Kak 3HaK Jlo/1apa, (GyHTa,
BOCK/IMLIATe/IbHBIN 3HaK U T.1. Haripumep, StROng!;;

He BBOAM CBOM /TMUHBIE [JaHHbIE Ha CalTaX, KOTOPbIM He /10Bepsiellib.

J/IeKTPOHHAs MouTa

OneKTPOHHAsi oUTa — 3TO TEXHOJIOTHS U MPe/I0CTaB/sieMble €0 YCIYTH 10 TepechliKe U
TIO/TyUeHUIO 3/IeKTPOHHBIX COOOIeHHH, KOTOPbIe PacTIpe/iesisiFoTCs B KOMITbIOTePHOU ceTr. OObIYHO
3/IEKTPOHHBIN MTOYTOBBIN SIIVK BIMIIAUT C/IeAYIOIIAM 00pa30M: UMSI_IT0/Tb30BaTeIs(@UMSsI IOMeHa.
Takke KpoMe Tiepe/iaur IPOCTOrO TEKCTa, UMeeTCsl BO3MOXKHOCTB TepesiaBaTh (aiiibl.

OCHOBHbIE COBETHI 110 (e30MacHoi padoTe C 3/IEKTPOHHOM MOYTOM:

Hazio BbIOpaTh TIpaBU/IbHBIN MTOUYTOBBIN CepBUC. B MHTepHETe eCTh OTPOMHBIN BBIOOD OeCriaTHBIX
TIOYTOBBIX CEPBUCOB, O/JHAKO JIyullle IOBePSATh TeM, KOTO 3Haelllb U KTO TepBbIi B PeHTHHTe;

He yka3biBaii B IMYHOM 1OUTe TMUHYIO WHGOpMaluio. Harpumep, syuriie BLIOpaTh
«MY3bIKa/lbHBTY_(haHaT@» U «pok2013» BMecTo «Temal3»;

Vicnonb3yii JBYX3TaHy0 aBTOPU3alvi0. JTO KOrJa MOMUMO TapoJisi HY>KHO BBOAUTH KO,
TipuchliaeMbIii 1o SiMS;

Bri6epu c/10)kKHBIH Maposb. [I/1s1 KaXKZ0To MOUTOBOTO SIIMKA JA0/DKEeH ObITh CBOM HaZleXKHbIH,
YCTONUMBBIN K B3/IOMY T1ap0Jib;

Ecu ecTb BO3MOXKHOCTb HarucaTb CaMOMY CBOW JIMUHBIN BOTIPOC, UCIO/b3YH 3Ty BO3MOXXHOCTh;
Vicrnionb3y#i HeCKOBbKO MOUTOBBIX SIIUKOB. [1epBbIii /1J1s1 YaCTHOM MepervcKy C aZjpecaTaMy,
KOTODPBIM ThlI JlOBepsielllb. DTO 3/71IeKTPOHHbIN a/ipec He HaJj0 UCT0/Ib30BaTh MPY PerucTpalriHa
(dhopyMax u caiiTax;

He oTkpbiBaii (haiinbl ¥ ApyrUe BI0)KeHUs B MUCbMaXx /layke eC/id OHUTIPUIITUOT TBOUX JIpy3ei.
Jlyuiiie yTOUHHM YHUX, OTTIPABJIS/IA JIK OHU Tebe 3TH (aiisbl;

[Tocne okoH4aHUs pabOTHI Ha TIOUTOBOM CEPBHUCE Tepei 3aKPHITUEMBK/IAZKUC CaluTOM He 3a0y/b
Ha)kaTh Ha «BbIATH».

Kubep0Oy/1/IMHT — Tipec/iejoBaHKe COOOLIEHUSIMH, COZIePXKALlIMHU 0CKOpPO/IeHus, arpecCuro,
3aryryBaHye; XyJIMTaHCTBO; COLMabHOe OOMKOTUPOBAHME C IIOMOIIIBIO0 Pa3/IMYHBIX UHTEPHET -
CEepBHCOB.

OCHOBHbIE COBeTHI 110 00pb0e c KHOepOy/ I/ IHHIOM:



He Gpocatics B 60#. JIyuiiuii crioco6: mocoBeToBaThCsl Kak ce0st BECTH U, eC/TH HET TOTO0, K KOMY
MOXKHO 00paTHUThCsI, TO BHauasie yCIIOKOUThCS. EC/iM Thl HAUHeIllb OTBeUaTh 0CKOPOJIEHHUsIMU Ha
0CKOpOJIeHMSI, TO TOJIBKO elrie OOJIbIIIe Pa3OXIKelllb KOH(IHKT;

YripaBisiti cBoel KubepperyTaruei;

AHOHUMHOCTE B ceTH MHUMasi. CyIIieCTBYIOT CIIOCOObBI BbISICHUTh, KTO CTOUT 3a aHOHUMHbBIM
aKKayHTOM;

He cTouT BecTy Xy/MraHCKuii 06pa3 BUPTyalbHOM >KU3HU. IHTepHeT GUKCHPYeT BCe TBOM
JIeCTBUSL U COXPAHSIeT UX. YIA/IUTh UX OyeT KpaiiHe 3aTpPyAHUTE/BHO;

Cobiroziaii CBOM BUPTYasIbHYIO UeCTh CMOJIOAY;

WrHopupy# eiMHUUHBIN HeraTuB. OZHOpa30Bble 0CKOPOUTEbHBIE COOOILEHMUS JTyUllie
WUrHopupoBaTh. OOBIUHO arpeccust MpeKpalaeTcs Ha HauaJlbHOM CTa/ny;

Ban arpeccopa. B mporpammax o6MeHa MrHOBEHHBIMH COOOITIIEHUSIMU, B COLIMA/IbHBIX CETSAX €CTh
BO3MOKHOCTb O/IOKUPOBKH OTIIPAaBKH COODIIEHHH C OTpe/ie/IeHHbIX

a/ipecos;

Ecu b1 cBUeTeb KubepOyuinHra. TBOM 1eHCTBUS: BBICTYITUTD MTPOTUB TIpec/ie/lOBaTesis, TTOKa3aTh
€My, UTO ero JIelCTBUsI OL|eHMBAIOTCsl HETaTUBHO, T0/|JlePKaTh XKePTBY, KOTOPOU Hy>KHa
TICXOJIOTHYeCKast IOMOIL[b, COOOIIUTE B3POC/ILIM O (paKTe arpeCcCUBHOTO TIOBeJIeHHs B CETH.

MooOunbHbIH TenedoH

CoBpemeHHbIe CMapT(OHBI 1 TIAHILIEThI COZIEPKaT B cebe BIOTHe B3POC/IbI (DYHKI[MOHA, U
Terepb OHU MOTYT KOHKYPUPOBAaTh CO CTAalMOHAPHBIMU KOMITbioTepamu. O/THAaKo, CpPeJCTB 3allUThI
JUIsI TIOBOOHBIX YCTPOMCTB TOKa OueHb Masio. TecTHpOBaHHe U TIOMCK YSI3BUMOCTeN B HUX
TIPOMCXO/IUT He TaK MHTEHCUBHO, Kak AT ['1K, To ke camoe KacaeTcsi U MOOW/IbHBIX TTPUIOXKEHUH.

CoBpemeHHbIe MOOU/IbHBIE Opay3ephl y>Ke TPaKTHUeCKU JOTHA/IM HAaCTO/IbHbIE aHAJIOTH, OJJHAKO
pacinvpenye (GyHKLIMOHA/a BjieueT 3a 000 OOJIBIIYIO C/I0KHOCTh M MEHBILYHO 3al[UIIeHHOCTb.

[aneko He BCe IPOU3BOAUTENHN BBITyCKAIOT OOHOB/IEHHS], 3aKPhIBAIOIIe KPUTHUECKUE YSI3BUMOCTH
JJ151 CBOMX YCTPOMCTB.

OcCHOBHBIE COBEThI I 0e30macHOCTH MOOH/IHLHOIO TEJ'IE(bOHa:

Hwuuero He siB/isieTCst TIO-HacTosATLieMy OecruiaTHBIM. Byaib ocTopoykeH, Befib Korjja Tebe rpe/jiararot
GecniaTHBIN KOHTEHT, B HEM MOT'YT ObITh CKPBIThI KaKHe-TO T/IaTHbIe YCIIYTH;

Nywmatii, npexze uyeM otrpaBuTh SMS, doto i Bueo. Thl TOUHO 3Haelllb, Tie OHU OyIyT B
KOHEYHOM UTore?

HeoGxoarmMo 0OHOB/ISITH OMEPALjMOHHYI0 CUCTEMY TBOETo CMapT¢oHa:

Vcronb3yit aHTUBHUPYCHBIE TIPOTPaMMBI /1151 MOOM/IBHBIX Tesie)OHOB;

He 3arpyskaii npyiokeHHst OT HeM3BeCTHOIO UCTOUHUKA, Be/lb OHU MOT'YT COZlep>KaTh BpeJOHOCHOe
nporpamMMHOe o0ecrieueHue;

[Tocse TOro Kak Thl BbIMELIb C CaiiTa, Tie BBOAW/I JIUYHYHO UH(OpMAaLHIO, 3alii1 B HACTPOUKU
Opay3epa u yzamu cookies;

[Tepropnuecky poBepsivi Kakye IITaTHble yC/IyTH aKTUBMPOBaHbI HA TBOEM HOMEDE;

[aBaii cBoii HOMep MOOM/IBHOTO Tesie)OHa TOMBKO JIFO/SIM, KOTOPBIX Thl 3Haelllb ¥ KOMY [JOBepsiellib;
BluetoothzomkeH ObITE BBIK/TIOUEH, KOTZIAa ThI UM He TI0/b3yelbesi. He 3a0bIBaii MHOT A TPOBEPSITH
3T0.

Online urpsi



CoBpeMeHHbIe OHJIAUH-UTPbl — 3TO KPaCOUHbIe, 3aXBaThIBAIOIIME Pa3BeueHUs, 00beIUHSIIOIIE
COTHHU THICSTY UeJIOBEK 10 BceMy MUPY. VITPOKY UCCIeAyIOT JaHHbBIN UM MUP, 00LI[Ar0TCSI APYT C
JIPYTOM, BBITIOJTHSIFOT 3a/laHUsI, CPa)KaroTCs C MOHCTPaMH U TI0/1y4aroT OIBIT. 3a YJ0BOJIbCTBUE OHU
TUIATST: TIOKYTIAk0T AMCK, OTJIaYMBalOT abDOHEMEeHT UM TPUOOpeTar0T KaKre-TO OTLUH.

Bce 3Tu cpezicTBa UIYT Ha TO//iep>KaHUe U Pa3BUTHE UIPhI, a TAK)Ke Ha caMy 0e30T1acHOCTb:
COBEepIIIEHCTBYIOTCSI CUCTeMbI aBTOPH3allvH, BBITYCKAtOTCsl HOBbIe TlaTuk (LKdpoBbie 3arIaTKy AJist
TporpamMm), 3aKpbIBaroOTCsl ySI3BUMOCTHU CEPBEPOB.

B HO,[LO6HI)IX HUI'Ppax CTOUT OMNAaCAaTbCsA HE CTOJ/IBKO CBOMX COIMNEPHHUKOB, CKOJIBKO KPa>XH TBOETro
MapoJid, Ha KOTOPOM OCHOBdHA CUCTE€Md dBTOPHU3dLIUA OO/BIIIMHCTBA urp.

OCHOBHbI€ COBETHI 110 0€301aCHOCTH TBOEro HUI'POBOro daKKAyHTa:

Ecnu apyroii urpok Befet cebsi II0X0 MU CO37iaeT Tebe HEPUSTHOCTH, 3a0/IOKUPYH ero B CITUCKe
WUTDOKOB;

[Moxxasny¥icsi aAIMUHUCTPATOpaM UIPhI Ha MJI0XO0€ MOBeJileHre 3TOTr0 UTPOKa, »KeslaTe/IbHO TIPUIOKUTh
KakKMe-TO [J0Ka3aTe/bCTBa B BU/le CKDHUHOB;

He yka3sbiBaii TMyHyt0 UHQOPMAaLUIO B ripodaiiie Urpsi;

YBakali APYTUX yYaCTHUKOB I10 UTPE;

He ycranaBnuBaii HeoduLaabHble MaTuyd U MOJbI;

Vcrionb3yii c/i0XkKHbIe U pa3Hble Maposiy;

[ake BO BpeMsi UTPbI He CTOUT OTK/IH0UaTh aHTUBUPYC. [1oKa Tkl UTpaelilb, TBOM KOMITbIOTEP MOTYT
3apasuTh.

DOUIIUHT WK KpdiXXa JIMYHbIX JdHHBIX

OOBIYHOM Kpaykel IeHer U JJOKYMEHTOB CErO/IHS Y>Ke HUKOTO He Y/IMBHILb, HO C Pa3BUTHEM
WHTEPHEeT-TeXHOJ/IOTHH 3/I0YMBIIIJIEHHUKY TIePEMECTU/TMCh B UHTEPHET, U MPO0/DKAIOT 3aHUMAThCS
«JIIOOMMBIM» JIeJIOM.

Tak rosiBUsiach HOBasi yrpo3a: HHTePHeT-MOIIIeHHIYEe CTBa UK (DUIIIVHT, T/1aBHas 11e/Tb KOTOPOTo
COCTOMT B TOJIyUeHUH KOH(MU/IeHI[MaTbHbBIX JJaHHbBIX 110J/Ib30BaTesiell — JIOTUHOB U mapovieii. Ha
aHITUHCKOM s3biKe phishingunTtaeTcst kak ¢ummHr (ot fishing— pribHas yoBssi, password—
1apoJib).

OCHOBHbIE COBeThI 110 60pb0e ¢ PUIIMHTOM:

Cnesyi 3a CBOMM aKKayHTOM. Ec/v ThI 110/J03peBaellib, YTo TBOSI aHKeTa Oblia B3/I0MaHa, TO
HeoOxouMOo 3ab/I0KUPOBaTh ee ¥ COOOLUTh aZ/MUHHCTPAaTOpaM pecypca 00 3TOM Kak MOXKHO
CKopee;

Vcrnonb3yii Ge3omacHbie BeO-CalThI, B TOM UKC/Ie, UHTEPHET-Mara3uHoB M TTOMCKOBBIX CUCTEM;
HWcronb3yi cloXKHBIE U pa3Hble maposi. Takum obpa3om, eci Tebst B3JIOMaroT, TO
3/I0yMBILJIEHHUKHU TIO/TyuaT J0CTYIT TOJIBKO K OJHOMY TBOEMY MPOQU/IIO B CETH, a He

KO BCeM;

Eciu Tebst B3/10Manu, To HeOOXOAMMO MpeaynpeauTh RCeXCBOMX 3HAKOMbBIX, KOTOPbIe 100aB/IeHbI y
Tebs1 B IPy3bsIX, O TOM, UTO TeOsi B3/I0MaJi U, BO3MOXKHO, OT TBOET0 UMeHU OyieT pacChiIaThCst
CTiaM U CChUTKY Ha (PUIIIMHTOBbLIE CAUTHI;

YcraHoBU HaziexkHbIN 11aposb (PIN) Ha MoGUIBHBIN TetedoH;

OTK/FOUM COXpaHeHHe Taposisi B Opay3epe;



He oTkpbiBaii (haiinbl ¥ ApyrUe BI0)KeHUs B MUCbMaXx /layke eC/id OHU TIPUILLIU OT TBOUX JIpy3ei.
Jlyuiiie yTOUHM Y HUX, OTIIPABJISUIA JI1 OHU Tebe 3TH (aiibl.

HudpoBas penyranus

Lludporas peryTaiyst — 3TO HeraTUBHasI WM TIO3UTHBHas MH(GOpMaLYs B ceTy o Tebe.
KomnpomeTupytoiijasi vHGopMariyst pa3MellieHHasi B MHTEPHETEe MOXKET CepPbe3HbIM 00pa3oM
OTpa3uThCs Ha TBOEH peasibHOM Ku3HU. «L{rudpoBas pemyTarys» — 3TO TBOM UMUK, KOTOPbII
dhopmupyeTcs u3 uHbopmalyu o Tebe B UHTEPHETE.

TBOe MecTo XUTe/bCTBA, yuebbl, TBOe (PrHAHCOBOE TOJIO’KeHNe, 0COOEHHOCTH XapaKTepa
Y pacCKa3sbl 0 OJTM3KUX — BCE 3TO HAKalJIMBAeTCs B CETH.

MHorue NofIpoCTKU JIETKOMBICJIEHHO OTHOCSATCS K TyO/IMKaLUy JIMYHOUM uHbopmariuy B IHTepHeTe,
He TIOHUMasi BO3MOXKHBIX MOC/IeCTBUM. Thl fla’ke He CMOXKelllb ZIoraZiaTbCsi O TOM, uTo (poTorpadus,
pa3MellieHHast 5 JieT Ha3a/l, CTajia MPUUMHOMN OTKa3a MPUHSTH Tebs Ha paborTy.

KomMeHTapuu, pa3meiiieHre TBoux ¢otorpaduii u Apyrve AeMCcTBUS MOTYT He UCUe3HYTh JjaKke
TI0CJIe TOTO, KaK Thl UX yAa/iullib. Thl He 3Haelllb, KTO COXpaHW/I 3Ty WH(POPMAL[HIO, IToT1asia Jid OHa B
TIOMCKOBBIE CUCTEMBI U COXPAHW/IACh I OHA, a IVIaBHOe: UTO TIOAYMAIOT O Tebe OKpy»Karolijee JTtofIH,
KOTODbIe HalAyT U yBUIAT 3T0. HaiiTi nH(OpMAaIiio MHOTO JIeT CITyCTs CMOXET JIF000M — Kak U3
JN0OpBIX MOOYXKIeHUH, TaK U C HAMepeHUeM TIPUUMHUTE Bpe/l. ITO MOXKET OBbITh KTO YTO/IHO.

OcHOBHBIe COBeThI HO 3amuTe UG PoBOIl penyTanum:

[Momymaii, ipe>kzie yeM uTO-TO TyO/IMKOBATh U Tepe/iaBaTh y ceOst B O/10Te WM B COLMATBLHON CeTH;
B HacTtpoiikax npodusis ycTaHOBY OrpaHWYeHHs1 Ha TIPOCMOTP TBOero npoduJisi U ero
COJIeP’KHUMOT0, Ciesiali ero TOJIBKO «Ji/Isl Apy3ei»;

He pa3melijait u He yKa3biBaii HHPOPMAL[HIO, KOTOpPasi MOXKET KOr0-JIM00 0CKOPO/ISITh UMK 00M>KaTh.
ABTOpCKOe I1paBo

CoBpeMeHHbIe IKOJIbHUKU- aKTUBHbIE T10/1b30BaTe/ My LU poBoro npocrpaHcTBa. OJHAKO Jjaeko He
BCe 3HAIOT, UTO T10/Tb30BaHKEe MHOTHMH BO3MOKHOCTSIMH LIM(POBOro Mupa TpedyeT CcoO/ro[eHNs
TIpaB Ha MHTeJ/UIeKTYa/lbHY0 COOCTBEHHOCTb.

TepMUH «WMHTe/IeKTYyalbHast COOCTBEHHOCTb» OTHOCHUTCS K PA3/IMUHbIM TBOPEHHSIM Ue/I0BeUe CKOTO
yMa, HauMHasi C HOBbIX N300peTeHui 1 3HaKOB, 0003HAUaroIINX COOCTBEHHOCTh Ha TIPOJYKThI U
yCIIyTH , U 3aKaHUMBasi KHUraMu, GoTtorpadusimMu, KUHOGUIbMaMU U MY3bIKa/IbHBIMU
TIpOM3Be|eHUSIMHU.

ABTOpCKHe mpaBa — 3TO MPaBa Ha UHTEJIJIEKTya/IbHYI0 COOCTBEHHOCTb Ha MPOW3BeIeHUsT HayKH,
JIUTepaTypbl U UCKYCCTBa. AHIOPCKHe TpaBa BLICTYTAOT B KaueCTBe TapaHTUU TOTO, UTO
WHTe//IeKTYaIbHbIN/TBOPUYe CKUI TPy, aBTOpa He OyZieT HarpacHbIM, JaCT eMy CrpaBe/|TuBbIe
BO3MO)KHOCTHU 3apaboTaTh Ha pe3y/bTaTax CBOEro TPYy/a, TOYUUTh U3BECTHOCTh U NTPU3HAHKE.
HukTo 6e3 pa3pelieHusi aBTopa He MOXXeT BOCITPOM3BOJJUTh €T0 MPOM3Be/ieHre, paclipOCTPaHSITh,
MyOJIMYHO JIEMOHCTPUPOBATh, MPO/iaBaTh, UMIIOPTUPOBATH, MMyCKaTh B MPOKAT, MyO/IUYHO
VICTIO/THSITh, TTI0Ka3bIBaTh/UCIIO/MHATh B 3Mpe WK pasMeliats B VIHTepHeTe.

Vicrnionb30BaHMe «IMAPATCKOTO» TIPOTPAMMHOTO 00ecTiedeHrs MOXKeT TIPUBECTH K MHOTHUM PUCKaM:
OT MOTEPH JJaHHBIX K TBOUM aKKayHTaM /i0 O/IOKUPOBKM TBOET'O YCTPOMCTBA, I/le YCTAHOB/IEHHBIN He



nerajibHasi mporpaMma. He cTOWUT Tak)xe 3a0bIBaTh, UTO CYIIIECTBYET JieTajbHble U OeCIIaTHbIe
TIpOrpaMMbl, KOTOpbIe MO>KHO HaTH B CETH.

O noprane CeTeBUYOK.p( — TBOM I7IaBHbIN COBETUMK B CeTH. 3/]eCh Thl MOKelllb Y3HaTh O
0€e30MacHOCTH B CETU TIOHATHBIM U JJOCTYITHBIM $13bIKOM, a IIPH BO3HUKHOBEHUH KPUTHUECKOU
CUTyalL[Mu 00paTUTHCS 3a COBETOM. A TakKe MPUHATh y4acTHe B KOHKYPCAX U CTaTb CaMbIM
1[U(POBLIM TpaXkjaHUHOM !



